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Is Your School Cyber-Savvy? 

Cyber security is becoming increasingly important as schools increase their use of technology. With the 
significant rise in digital learning, students need to be cyber-savvy in addition to being tech-savvy as many 
new and improved cyber threats have emerged. 

For example, numerous students worldwide have been attacked by ransomware, which causes files on a 
device to be encrypted and inaccessible until a ransom has been paid. Additionally, as video conferencing 
became increasingly prevalent, a new cyber security threat had surfaced – Zoombombing, where internet 
trolls intrude and cause disruption in a video-conference meeting. 

Consequently, as hacking techniques evolve, schools need to protect their digital ecosystem and educate 
students on good cyber hygiene practices.

Schools: Maintaining a Healthy Cyber Ecosystem

A safe and secure cyber ecosystem is essential for teachers and students. Practices to protect against 
cyber-attack include running regular security checks, installing security patches, and ensuring that 
firewalls and anti-virus systems are frequently updated. 

Additionally, schools should ensure that devices are not outdated as updating such devices become 
increasingly difficult to update, which causes the school network to be more susceptible to cyber-attacks.



Interested to learn which devices in 
our education range are best 
suited to your students? 
 
Please contact us for a 
Technology Consultation: 
education.aca@acer.com www.acer.com Keep assignments at your fingertips
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Teachers: Educating Students on Good Cyber Hygiene Practices 

It is fundamental for schools to ensure that every teacher using EdTech has been trained by their IT 
managers on essential safety practices. Consequently, teachers will more likely educate their students on 
good cyber hygiene. Some fundamental cyber security practices for students include:

• Avoid sharing login credentials or personal information to prevent hacking and identity theft.
• Use two-factor authentication to protect students’ accounts.
• Create secure passwords with many characters that include a mix of uppercase letters, lowercase 

letters, numbers and special characters.
• Install anti-virus protection software and run weekly scans
• Be careful of what you click.
• Learn to recognise phishing scams, spoofing, spam and other cyber threats.
• Regularly update your operating system, software and apps.
• Frequently back up your data.

As the use of technology in schools becomes more prevalent and extensive, cyber security will be of 
paramount importance. Therefore, schools need to ensure that students have a healthy cyber ecosystem to 
work in and educate them on essential cyber hygiene practices.
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